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An Efficient Privacy and Integrity-Preserving Range Query Scheme
over Unsorted Data in IoT Two-tiered Wireless Sensor Networks

Abstract. In most existing privacy-preserving range-query schemes, sorting data items is extremely critical for
enabling integrity verification over query results. In two-tiered WSNs, the data is collected by several sensors and
send to a central node called the storage node. If data is not sorted, it is hard for the sink to verify query result
integrity without sending all data items to the sink. To preserve data privacy on the storage node, the sensors must
do sorting, and data is encrypted before it’s sent to the storage nodes since storage nodes are more vulnerable to
adversary attacks than the sensor nodes. However, sensors are resource-constrained, yet the sorting process is
resource-consuming. The higher the number of data items collected, the larger the number of resources required to sort
the elements. In this paper, on top of proposing a scheme that assumes that the data is sorted, we also propose a
scheme we call Probabilistic Verification Neighborhood chaining (PvNC) for both sorted and unsorted data that still
preserves data and range-query privacy and to a great extent guarantee data integrity. Experimental results show that
sensor nodes use less power using our PVNC for unsorted data than the existing schemes that require data to be sorted.
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Introduction

Wireless Sensor Networks (WSNs) have been
widely deployed in different settings ranging from
temperature monitoring, fire outbreak sensing, building
safety monitoring, and underwater surveillance among
others. WSNs are indeed indispensable building blocks
for the Internet of Things functionalities. Originally,
each sensor was required to send real-time data to the
network owner (Sink), which proved costly due to
unreliable and cost ineffective communication links.
This gave rise to the Two-Tiered WSNs [1], where the
lower layer consists of resource-constrained sensor
nodes(s; ) while the upper layer consists of resource-rich
Storage Nodes(M). S; collects data periodically and
sends it to the closest M for storage and query
processing. The two-tiered WSNs were enhanced by
the invention of powerful sensors with more storage and
processing power [2].

A range query is one of the rudimentary
operations done over encrypted data especially in
Wireless Sensor Networks (WSN) and cloud
computing setting. Range queries are in a form [a,b]
where the processing entity should return all the data
that falls in range [a b] if any. The other common
version of range queries is the Top-k query where the
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processing entity returns all the values above or
below k[3] and MIN/MAX queries [4]. In two-tiered
WSN, the processing entity is the central storage
node (M) and it is where all the range query requests
are directed.

Due to the importance of M in two-tiered WSNss,
they (M) are always a target for adversaries. Once
compromised, the adversary can gain control over M’
and this may violate data privacy and integrity.
However, most adversaries want to control the
storage node without being detected but can cause
serious damage like changing or dropping vital
results from the range query upon which the owner
can base on to take wrong decisions thinking that it is
authentic data. This, therefore, requires two urgent
solutions: 1) Being able to protect and preserve the
privacy of the data collected by the sensor nodes
while permitting queries to be carried out over that
data, and 2) Being able to verify the integrity of the
range query results from M to be sure that:-

i) The data returned by M satisfies the range
query,

i1) The returned range query results are valid
and not merely forged,

iii) No qualifying data has been dropped from
the range query results.
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As a result, intensive research has been carried
out to tackle these problems and several schemes
have been proposed [3], [S]-[8] among others. Most
of these approaches [3], [S]-[8], however, assume
that the data collected by the sensor nodes is in sorted
form or else should be first sorted. In real world, data
is in unsorted form and sorting it places extra task on
the sensor nodes whose resources are already limited.
Most commonly used sorting algorithms are on ave-
rage O(N?) [9] for example bubble and selection sort
[10], it is therefore a huge task if sensors have to sort
huge amounts of data, yet their processing power is
limited. Even with more advanced sorting algorithms
that are mostly O (n logn), sorting data is still an ex-
pensive operation for resource-constrained sensors.

Another justification for need to devise privacy-
preserving range query schemes over unsorted data is
that most wireless sensor networks are deployed in
very harsh environments where they are vulnerable
to attacks. Even if data is sorted on the fly, the sensors
must wait for the last data collected to confirm that
all the data is sorted. Having to wait for the end of
each timeslot to sort the data is risky since the
adversary can have access to relatively significant
amount of data within a single timeslot in case of an
attack. To reduce on this risk, data has to be encrypted
on the fly. However, sorting encrypted data without
revealing significant amount of information about
data being sorted is challenging. Schemes for
unsorted data are even more significant in cases
where data encrypted and sent to the storage node in
real-time. Because data is already encrypted, sorting
it on the storage node before range query can be
carried out is still a big challenge. Moreover, storage
nodes are more vulnerable to attacks than the sensor
nodes and therefore sending unencrypted real-time
data to be sorted on the storage node side is not a
good strategy.

The contributions of this paper are summarized
as follows:

e We first propose a privacy-preserving and
integrity verification scheme called Adjacency-
difference verification scheme (AVC) which, like the
previous studies, assumes that the data items
collected by the sensor are first sorted at the sensor
side before being sent to the storage node. AVC uses
0-1 encoding and Hash-based Message Authenti-
cation Code (HMAC) functions to both protect the
data and to carry out range query search over the
encrypted data. The adjacency difference of the data
elements helps in range query integrity verification.

e We propose a privacy-preserving and integrity
verification scheme for unsorted data called

Int. j. math. phys. (Online)

Probabilistic Verification Neighborhood chaining
(PvNC) which relieves the sensors the burden of
sorting data.

e We carry out both theoretical and experimental
analysis of our proposed schemes. Our experiments
show that our AVC scheme has favorable communi-
cation cost. PvNC achieve privacy-preserving range
query processing over unsorted data with less power
consumption by sensor nodes during the initial
submission stage compared to the existing schemes.

The rest of the paper is organized as follows. In
Section 2 we present related work. In section 3 we
discuss the system and threat models. In section 4 we
discuss our range query processing model for sorted
data. Section 5 presents the proposed PvNC scheme
for unsorted data. In section 6 we discuss the
performance evaluation and the experiments of our
schemes. Finally, the conclusion is drawn in
Section 7.

Review of related work

In recent years, research efforts have focused on
exploring and improving the privacy-preserving
range queries as well as being able to verify the
integrity of range query results.

Various techniques for preserving privacy and
integrity of range queries over data in WSNs have
been proposed. In [6] the authors adopted the data
partitioning technique in [11] known as the
bucketization technique for preserving data and range
query privacy by attaching tags to each bucket. In this
scheme, data is assumed to be in sorted order or the
sensor node has to sort it during the bucket assigning
process.

To verify range query integrity, B. Sheng and Q.
Li[6] use coding bits technique. Their technique
works in a way that, if a sensor does not have any data
that falls into particular buckets, it generates and
appends coding bits to the data it sends to the storage
node for every bucket where it does not have any data
during epoch t. When M claims that there is no data
belonging to particular buckets during epoch t, it has
to send the coding bits to the sink as proof. However,
this approach will generate too many coding bits
when applied to sensing activities where the expected
data will most likely fall into fewer buckets. For
example, temperature sensing where the temperature
remains constant for a long time.

A spatiotemporal approach was suggested by J.
Shi et al. in [12] which requires every sensor to
broadcast some information about the data it has
collected in every epoch t. This information includes
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the ID of the sensor and ‘index data’ that indicates the
buckets for which sensor s;has some data or not. It
also works only if the data is in sorted order. Every
sensor then has to embed all other sensors’ index data
into its data packet before it sends its packet to the
Storage node. This creates unnecessary overhead
because of duplicated index data sent and stored on
the Storage node.

J.Zeng et al.[13] proposed a privacy-preserving,
energy-efficient and multi-dimensional range query
protocol called PERQ which provides efficient
privacy-preserving but also requires each sensor to
include some ‘data integrity verification information’
in each of its collected data before sending it to the
storage node. They also suggest a cyclic modular
verification scheme for multi-dimension range
queries but also require embedment of verification
information in each of the collected data item. We
argue that this still creates unnecessary index data
overload, which may in a long run constrain the
storage node. In addition, it also works only when the
data is sorted.

Chen and Liu [14] used Merkle hash tree to build
a verification object used for range query
verification. They also assume that the data is sorted
in ascending order and the verification object

Table 1 — Notations

contains the value before the lowest range query
result element and the value after the range query
largest element. Rui Li et al[3] proposed a scheme for
efficient top-k query processing in WSNs. In their
scheme, they first transform arbitrarily distributed
data into a uniform distribution to enable top-k query
processing on the data.

X. Zhang et al[15] proposed the first collusion
aware privacy-preserving and integrity verification
scheme in two-tiered WSNs. In their scheme, each
data item’s position is concatenated with the element
in that position. To verify the integrity of the range
query results, the positions of the received elements
must be sequential. This is only possible when
elements are sorted which is not always the case.
Their model also assumes that the sensor data is
sorted or in case it’s not sorted, the sensor must first
have to sort it before sending it to the storage node.

In[7], authors proposed a data structure called
Encrypted constraint chain in which numbers stored
in ascending order are partitioned into several parts
with a given parameter, encrypted separately and can
be brought together by concatenating the different
parts together. This model can only work if the
elements are sorted, but that is not always the case in
the real world.

Symbol Meaning Symbol Meaning
S; Sensor node i Csi o Communication cost for sending data from s; to M’
d; Data item collected by sensor i fa The size of data item d; in bits
£ Number of elements chained with d; fia The size of sensor id in bits
Ld; tore All d;’s left side elements ft The size of time slot t in bits
di rignt All d;’s right side elements fu The HMAC encoding of data items’ 0-1 encodings
E°*(d;) | 0-1 encoding of d; E'(d;) | 1-encoding of d;
E°(d)) 0-encoding of d; Q Number of sensors in a cell
K¢ Encryption key for sensor i during time ¢. n Number of data items collected by a sensor
qi Key shared between s; and the sink N Network size

Models and problem statement

In this section, we discuss the models used in our
study. In 3.1, we discuss the system model, which is
the two-tiered wireless sensor network model. In 3.2
we elaborate on the adversary model and we finally
discuss the range query model in 3.3.

System Model
We adopt the Two-Tiered Wireless Sensor
Networks model [1] as shown in Figure 1.
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Consisting of storage nodes and normal sensors. We
assume the network is divided into several cells,
each cell with several sensors and a storage node.
Sensors in a cell send their collected data to the
storage node at the end of every stipulated time slot
t. The Sink in this case represents the network
owner or any other authorized network user.

The storage nodes play two important roles in
two-tiered WSNs. 1) They permanently store the data
submitted by the various sensor nodes and 2) They
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process the queries from the sink. This saves
resources that each individual sensor would be
required to have. When the sink requires any data
collected by the sensors, it sends the query directly to

the storage node instead of the sensor node. This
improves query-processing speed since the storage
nodes have more processing power than the sensor
nodes.

J/ Network Cell

Storage Node

sensor

P

Figure 1 — Two-Tiered WSN model consisting of the storage node and different sensors

Adversary Models

Our focus is ensuring the privacy of both the
stored data and the range query as well as the
integrity of the range query results in two-tiered
WSNss setting. Because each sensor has significantly
fewer data compared to the storage node, it is less
likely that the adversary will target individual sensor
nodes. As in [14], we assume that normal sensors are
trusted and our focus is on storage nodes. However,
in the unlikely event of an attack on normal nodes,
the damage is minimal given the amount of data each
sensor holds compared to the storage node. If the
adversary gains control of the storage node, he may
influence the results of the range query but in most
case in a malicious way. Since his aim is to remain
obscure, carrying out obvious actions like completely
deleting the data may not be an option for him.
Mainly, he can do any of the following: 1) Forge the
query results.

However, since each data item is encrypted using
a unique key shared only between the sensor and the
sink, any forged data can easily be detected unless the
adversary can successfully guess or compute the
encryption key, which is computationally infeasible.
2) Include data that is outside the query range. The
sink can easily detect this by decrypting the data and
compare it with the range query. 3) The storage node
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can intentionally drop some data that satisfies the
query, which leads to incomplete range query results.
This is difficult to detect and it’s the focus of this

paper.

Range Query Model

A range query requires access to all the data items
that are within a specific range[a, b], where a is the
lower boundary and b is the upper boundary of the
elements requested for. In other words, no element
smaller than a or larger than b should be included in
the range query results. A range query for sensor-
collected data is in the following formQ =
{si, t,[a, b]}, where s; and t are sensor node id and
time slot respectively. Note that more than one sensor
s; can be specified in a single query. For brevity, we
assume that the range query contains a singles;. We
also assume that the query is directed to a single
storage node within a given network cell. Our model
can be extended to cater for multiple sensors and cells
by merely merging the range query results from the
different cells and sensors.

Adjacency-difference verification scheme
(avc) for sorted data

Like most previous studies[3]-[8], [15]-[18], we
also first assume that data items collected by the
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sensors are in sorted order and proposed a protocol
for privacy-preserving and integrity verification in
WSNE.

For brevity, we only consider sensors within a
single cell, much as a network can have multiple cells
each with a storage node. However, our approach can
easily be extended to the entire network. At the end
of every time slot, every sensor s; collects data
elements and sorts them in ascending order i.e D =
{dy,d,,ds,...d,},whered, <d, < --d,

Our idea, just like in [14] and [19], is to embed
some relationship information in each of D;’s data
items that can help us verify whether the data
elements in D; are adjacent neighbors or not after

AVC = {(d4]ldy — dmindkir , (d2|ldy — dy)kig, ...

Our scheme assumes that the order of the
elements is maintained when submitted to the
storage node. The AVC is very vital in query
authenticity and integrity verification. Our approach
is closely related to the neighborhood chain in [14]
and [19]. However, in [14] ,their approach
combines two adjacent data element that is
{(di]ld)kir, (do|lds)kir, .o, (dn-qlldn)kic}  and
requires a verification Object(OV) to be sent to the
sink to enable the sink verify the query integrity . In
[19], they embed both right and left neighbor of each
element which increases the communication cost.

As another way of verifying the integrity of the
range query in our approach, when the sensor does
not collect any data during a particular time slot t, its
required to send AVC data structure that only
contains systems dummy values d,i, and dqx
which should be set somehow below the minimum
expected value and maximum expected value such
that at no one time, should d; < d,;,, 07 dj = dpgy-

AV C Secure Range Query Processing Protocol

Secure range query protocols are concerned with
preventing malicious storage node from inferring
meaningful information from both the query and the
query results that can in one way or another reveal
the actual contents of the data stored on the storage
node.

We adopt the 0-1 encoding mechanism that was
defined in [20] in solving the millionaires’ problem.
Using 0-1 encoding mechanism, it is possible to
determine whether two numbers are equal or not
without using the equality (==), less than (<) or
greater than (>) operators. To determine whether a
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decryption. We call this an Adjacency-difference
Verification Chain-scheme (AVC).

After sorting the data element, the sensor
constructs the 4V'C of each element by concatenating
each data element with the difference between itself
and its immediate left position element. We assume
that the first element collected by the sensor takes
position 1, the second takes position 2 and so on up
to position n, where n is the number of the data
elements collected by the sensors during t. The
elements in position 0 and position n+1 are the
domain minimum and maximum values which are
well known to each sensor within the network. We
call them d,,;;, and d 4, respectively.

, (dnl |dn - dn—l)kit' (dmaxl |dmax - dn)kit}

number is within a range, it is sufficient to determine
if there is intersection between two sets of
corresponding 0-1 encoding. Given a number 1, we
first computer its binary equivalent in form
{b1b, ...b,_1b, € {0,1}"}, where n is the bit length
of the number 1. The 0-encoding of L represented as
EO(L) = {bibi+1bi+2 bnlbl =0A1<i<n and
the l-encoding of L is represented asEl(L) =
{bibi+1bi+2 bnlbl =1A1<Zi < Tl}. If El(L) n
E°(K) # @,then definately L > £ , else L< 4.

We transform each 0-1 encoding to a unique
number by adopting the enumeration function
mechanism as in [14] and [7] and then secure it using
one-way keyed-Hash Message Authentication Code
(HMAC) functions. By using HMAC functions, it
becomes infeasible for the storage to try to steal
sensitive information from both the data sent by the
sensors and the queries sent by the sink.

We denote the HMAC encoded 0-1 encoding of
a number L after applying HMAC function on it as
NE®*(L) = HMAC,,(N(E®"*(1L))) where N is a
numerical function, and q; is a key form HMAC
shared only between the sensor node s; and the sink.

From the above denotation, NE(L) =
HMAC,, (N(E*(1))) and NE°(L) =
HMAC,, (N(E°(L)). To find out if a number L is
greater  than £, HMAC,, (N(E* (1)) N

HMAC,, (N(E°(K))) # 0.

AVC Submission Protocol

This section describes the manipulations that the
sensor performs on the data elements before
submitting the data to the nearby storage node. Let
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D; ={d,,d;,,d3, ...d,},whered; <d, <--d, be
the data collected by sensor s; during time slot ¢.
Before submitting the data to the nearest storage node
M, the sensor performs the following tasks:

2

(1) Computes the 1-encoding E*(d;) and E°(d;)
of all the data elements and put them in set E. For
brevity, we denote the 1-encoding and 0-encoding of
d; as

j

E**(d;) = {E*(d;),E°(d;)} (1)

Let By = {E% (dmin), E°(d1), E®1(d2), ) EO ™M (dp—1), E® (d), EO ™ (dmax)} 2

(3) Enumerate each 0-1 encoding using a
numerical function V' (*) and encode the enumerated
value using HMAC function to prevent the storage
from stealing valuable information. We call this
enumerated coded numbers (ECN). We define ECN
as

AVC; = {(d1||d1 - dmin)kit ’ (d2||d2 - dl)kitr

(5) Submit the following to the nearest storage
node.
S; » M:i,t{AVC;, ECN;} %)

(6) If s; does not collect any data during a
particular time slot t, the sensor only sends the system
minimum and maximum denoted as d,,;;, and
dmax- In our approach, we suggest these to be far
smaller or far bigger than the lowest or highest value
the sensor can ever collect and should only be known
by the sensors and the sink.

Therefore, in this case, the sensor sends s; =

M:i, ¢, {(dmin)kit: (dmax)kitr ECNmin' ECNmax}-

ECN; = HMAC,,(IV (E)) (3)

where g; is an encoding secret key only shared
between the sensor S; and the sink.
(4) Compute the

’ (dnl |dn - dn—l)kitr (dmaxl |dmax - dn)kit (4)

This will act as a secret check when the storage
claims that no data was submitted by the sensor
during a particular time slot t. Without the data
encryption key and the HMAC function key, it’s
computationally infeasible for the storage node to
steal sensitive information data submitted by the
Sensor.

Example:

We now illustrate our approach using an
example. Let D; = {3,7,13,23,26,38} be a set of
elements collected by s; during time slot t. Let
dmin and d,,q, be 0 and 100 respectively.

AVC; = {(3]13 = 0)(7|]7 — 3)(13]|13 = 7)(23]|23 — 13)(26]|26 — 23)(38||38 — 26)(100(|100 — 36)}

AVC; = {Q1I13)kie, (7114 ki (13]] 6) ke, (23]]10) ke, (26]13)k;e, (38]18) ki (100]64) ke }

E; = E°=1(0), E°~1(7),E®~1(13), E°~1(23), E®~1(26), E°~1(38), E°~1(100)}

ECN; = {HMACq (W (E;))}. So the sensor sends s; > M: i, t, {AVC;, ECN;}

AVC Range Query Submission and Pro-
cessing Protocol

The range query protocol is concerned with
how to protect query processing and range query
results” privacy. If the storage node can
successfully steal sensitive information by
studying the range query, then the original data
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encryption by the sensors becomes useless. It is
also very important for the sink to be able to verify
the authenticity and integrity of the query in order
to be able to detect malicious storage nodes that
might manipulate the range query results. Let Qp =
{T,[a, b]} be a range query where T is a set of time
slots and [a, b] represents the minimum and the
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maximum values that should be included in the
range query results respectively. For every value
between a and b, the sink computes its 0-1
encoding, enumerates it using N (*) and finally

encodes it using HMAC;(x) where q is the key
shared between the sink and the sensor. A union set
of all the coded 0-1 values is constructed. The final
query sent to the storage node by the sink is

Sink — M: i, {T, [HMAC,, (W (E°*())) , HMAC,, (W (E°~*(b)))]} (6)

where (E°"1(a) = {(E*(a), (E°(a)} and
E°~1(b) = {(E*(b), (E°(b)} respectively.

Upon receiving the range query from the sink, the
storage node processes the query and sends the query
results back to the sink. The following steps are

undertaken by the storage node to process the query
results.

(1) For every data element with time slot
included in T, the storage node compares its HMAC
encoded 1-encoding with the union of aand b HMAC
encoded 0-encoding. An element d; € [a, b] if :

(HMAC,, (W (E*(d;))) N HMAC,, (W (E°(a))) # ©)
A (HMAC,, (W (E*(d)))) N HMAC,, (W (E°(b))) = @)

Proof:
From [20], if EX(x) N E°(y) # @, thenx >y,
From this definition therefore, if

(HMAC, (W (E*(d,))) N HMAC,(IV (E°(2))) # 0),
it means that d; > a and if (HMAC, (N (E*(d;))) n
HMAC, (N (E°(b))) = 0)

It means that d; < b which basically means that
d; falls in the range [a, b] i.e d; € [a, b].

(2) The storage finds all the encrypted AVC data
elements that match the query if any. Let
AVCqyery © AVC be a set of all AVC elements that
satisfy the query. As a way of verifying the range
query results, the storage node must include d,,;
where r is the number of elements in that satisty the
query, and d,. is the largest element in AV Cpyyery. If
the largest element in AV Cyyery 18 the last element in,
then dyq, must also be included in AVCyyery. The
storage sends the following message to the sink

M - Sink: i, {AVCqyery}

(3) Incase M finds no data that satisfies Qp, it is
required to send d;nand dp,,, together with their
corresponding encoded o-1 codes
HMAqu(N(EO_l(dmin))) and HMAqu(N(EO_l(dmax)))~
This is the only time the storage is required to include
dmin in the range query results.

Upon receiving the range query result from M,
the sink takes the following steps in order to extract
the actual values that satisfy the query and to verify
the authenticity and integrity of the range query.
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i. Decrypts all the AVC data elements within the
range query and extract the values of the query. For
example, if the query range was [5,30] and the query
result has AVCqyery =
{7119k (13]] 6) ke, (23][10) ke, (26]13) ks, (38][8)kic}
the sink decrypts the AVCyuery to get
{(7119), (13]] 6), (23]]10), (26]|3), (38]|8)}, The
first value in every data element before the
concatenation is the actual range query data, while
every value after the concatenation is the difference
between the current value and the data value before
it. The last element in AV Cgyery is the results upper
boundary and is only required for query verification
purposes. Therefore, the actual range query values
are {7, 13, 23, 26}

ii. Then verifies the integrity of the query. The
verification method depends on whether AV Cyyery =
@ or not. If AVCyyery # @, given that AVCyyery =
{d1lp1, d2lp2; - droallpr—1, drllpr}, where 1 is
the total number of elements in AVCyyery and p, =
dry1 —d,, the sink verifies the query in the
following ways.

e d. & [a,b] ie the last element of the query
result must be outside the query range

e For > 2,d, —d,_; = p,_1 . This condition is
sufficient to check for either deletion of data from the
range query results or addition of data forged into the
range query results that is within the range. If M
deletes some data (apart from the first element), the
adjacency-difference between neighboring elements
will be wrong. Similarly, if M inserts some data
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within the range query results, it will also have to
guess the adjacency-difference in order to escape
being noticed. But since the AVC is encrypted, M
has to guess the right difference in order to escape
being noticed.

o If M deletes what would have been the first
element of AVCgyery, it can still be detected by
examining the current first element. Let d;,; be the
first element that was deleted. If (dge; = dy — 1)) €
[a, b], then M can be suspected of being malicious
since it eliminated data that should have been
included in the range query results.

o IfAVCyyery =@, then there are two
possibilities. 1) Either there is no data that satisfies
the query but the data was indeed collected by the
sensor s; during time slot ¢ or 2) the adversary has
intentionally deleted all the data from the range query
results. The first scenario is solved by always
including the left boundary and the right boundary in
the range query results. For example, if the query is
[a, b] , we always include the biggest data value that
is less than a as the left boundary and the smallest
data value that is bigger than b as the right boundary
of the range query results. For example, if s; collects
data {3, 7, 13, 23, 26, 38}, but the query is say [8,
10], which means there is no data that falls in the
range [8, 10]. Then the storage node should send [7,
13] as the range query results. The sink can verify this
by decrypting the received boundary data and then
the adjacency-difference of the received data.
In case of scenario 2, the sink will request the
storage  node  to send  dyn and dpgy
together with their corresponding encoded
o-1  codes HMAC,(W(E°'(dpnin))) and
HMAC, (W (E®™(dqy))) for the time slot t. Note
that the only time s; is required to send d,,;,, to M is
when s; collects no data at all during t. Therefore, if
indeed data exists for time t, then d,,;;, will not exist
and the sink can suspect M to be malicious.

AVC Communication Cost

Generally, the main concerns about range queries
in WSNs are privacy of the data, and the
communication cost of the models that preserve
privacy while enabling search abilities on the
encrypted data. Privacy-preserving and integrity
checking have been discussed above in section 4.3.
We consider communication cost at two levels; 1) the
communication cost incurred by the sensor node to
transmit data to the storage node and 2) The cost of
submitting the range query by the sink to the storage
node and the cost of transmitting range query result
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together with the range query integrity verification
information.

Communication Cost of Sensor s;

We analyze the communication cost of our AVC
scheme in bits. We consider a single cell with Q
sensors (s;) where each s; collects n data items
during time slot t. The communication cost for
submitting data items from all sensors to the storage
node within a cell is given by

_ye [Ehlefo+ oAl + G+ 3] K
* Op

Where Q is the number of sensors in the cell, n is
the number of items collected by each sensor during
time t, hop is the number of average hops from each
sensor to the storage node while fy, f;4, f;, and fy are
defined in Table 1.

Proof: In AVC, each data element is
concatenated with another value equal to the
difference between itself and the value before it. If
the data item d; had f; bits, then d; — d;_; must also
have f; bits. Therefore each data item’s AVC is equal
to 2*f;. The sensor has to compute the HMAC values
of each data item’s 0-1 encoding. So if a sensor
collects k data values, the total AVC and HMAC
values will be Y (2f; + 2fy). Each sensor also
submits its sensor id (f;4) and the time slot f; during
which the data was collected all added together to
get(fig + ft). All these summed together, each
sensor submits(Xj=; (2fy + fu)) + (figa + f¢)- Since
each cell has n sensor, the total communication cost
is the summation of all sensors’ communication costs
within the cell hence equation (3).

Communication Cost
processing

Range query communication cost involves two
parts. One is about the query submission to M by the
sink and the second is concerned about M range
query results to the sink. From equation (6) , the sink
submits the sensor id(s), the time slot and the
encrypted 0-1 encoded HMAC values of [a, b]. So
communication cost of the query from the sink to M
denoted as Cgjprone = fia +4fu + [+

of Range Query

Csink-m = fia + 4fu + [t 3)

For simplicity, we assume that range query is
directed to data from a single sensor s; and as such
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we have a single f;;. We multiply fy by 4 because
each value has both 0-encoding and 1-encoding
computed separately. So [a, b] will have 4 HMAC
encoded values hence equation (8).

If M finds g items that satisfy the range query,
then the cost of transmitting the query results to the
sink is given by

Caprosink = fia + 29fa + [t )

So query communication cost is the summation
of the query submission by the sink to M and results
transmission from M to the sink

Cquery = Csink-m + Cprssink=
=fia t4fu +fe + fia t29fa + f=
=2(fia + 2fu + 9fa + f2) (10)
Total communication cost for AVC protocol is
therefore given by

Ceotar = Csi_m[ + Cquery:

=32 [[E040@fa) + fill + (i + )] * hop + @(fia + 2fus + 9fa + )

Range query schemes for unsorted sensor
collected data

Most existing range query processing approaches
assume that sensor collected data is sorted[6], [7],
[14], [15], [18], [21] or at least uniformly
distributed[3] which is not always the case in the real
world. Whereas sorted data makes it easy to carry out
range queries, sorting data is resource consuming
which most schemes ignore. Most sorting algorithms
are on average either O(N?2) [9], [l0]or
O(nlogn)[22]so it is a huge task if sensors have to
sort huge amount of data, yet their processing power
is limited. It’s therefore indispensable to be able to
perform privacy-persevering and integrity verifiable
range queries on unsorted data. We propose a
probabilistic verification Neighborhood chaining
approach that can effectively verify range query
results.

Probabilistic  Verification
Chaining (PvNC)

Most existing range query processing approaches
assume that the data is sorted[6], [7], [14], [15], [18],
[21] or at least uniformly distributed[3] which is not
always the case in the real world. Whereas sorted data
makes it easy to carry out range queries, sorting data
is resource consuming which most schemes ignore.
Most sorting algorithms are on average either O(N?)
[9], [10]Jor O(nlogn)[22]so it is a huge task if
sensors have to sort huge amount of data, yet their
processing power is limited. It’s therefore
indispensable to be able to perform privacy-
persevering and integrity verifiable range queries on
unsorted data. We propose a scheme that we call the
Probabilistic Neighborhood chaining (PvNC).

Neighborhood
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(an

In PYNC, each element is linked with at most £
: ¢
other adjacent elements where 5 elements are on

either side of d;. Verification depends on the returned
data elements and their association with the dropped
elements if any. If any dropped element from the
range query appears in any of the PvNC of the
returned query results elements, then the integrity of
the range query can be verified with high probability.
However, if the storage node drops all the data, this
scheme can detect that with high precision. The
following  situations are considered when
constructing the PvNC for every element d; during
the time slot t.

1) If £ is even and d; has |{’dUeﬂ| 2; and

Y . . . .
|£duzght =5, then d; is chained with 3 neighboring

elements on each side.

2) If £ is odd, and (|lfg,,,|>5) and
(||€di_right 2;)’ then ||€di_leﬂ =§ and
|{)di,right = (é"’ 1)-

3) Ifanyside of d; has less elements than g, and

¢
the other has more or equal to > all the elements on

the d;’s side with less elements are chained with d;
and the remainder are chained from the side with
more elements.

4) If any side of d; has no elements at all, then
all the € elements of PVNC are chained on the other
side with elements. This, in most cases happens with
the first ( d4) and the last ( d,,) elements in the set of
data collected by sensor s;.

5) In general, our PVNC is defined as follows:
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PVNC = {(dll |<€di_left) ° <’e‘ii_right))} (12)
Where || is a concatenation operator and o can be
any ‘separator’ symbol for identifying the start and
end of individual elements in PvNC after decryption.

Example: We now explain our PvNC with an
example. Let D; = {6,3,10,5,12,8,4,9} and ¢ = 4.
This means that each element should be chained with
4 adjacent elements.

PYNC = {(6]]( )o (301005 012)),(3|[(6) o (10050 12)), (10][{6 0 3) 0 (5 0 12)), ..., (4]|(5 ° 12 o 8)

°(9),9I[{50122804)o( ))}

Where {( ) means that either ({’dUe ft) =
Q) or <fdi_right) = Q)'

PVNC Submission Protocol

Like all other schemes suggested in this paper,
PvNC makes use of 0-1 encoding scheme [20] in
enabling search over encrypted data. The only
difference with the above schemes is in the
construction of the PvNC. Let sensor s; data
collected during time slot t be given byD; =
{d,, d,, ..., dy_4,dy,}, where the data is assumed to be
in any form, sorted or unsorted.

s; first builds the PVNC of each and every data
item d; as defined in equation (/2) and encrypts it
using key k;; that is only known by the s; and the
sink. In addition, the sensor builds the corresponding
0-1 encoding values of each element in D;, and
computes enumerated coded numbers (ECN) as
defined in equation (3). Let PVNCy, =

{(dill Cayope) © ({’dmght))ku} be the encrypted
PVNC of d; during time slot t. The sensor node s;
submits the following message to the storage node.
si > M:i,t, {PVNC,,, ECN,}

When there is no data collected during time t, s;
sends the system data item that will be used by the
sink in case the range query result set is empty. As
already discussed above, the d,,;, and d,,q, are
supposed to be either far below or far above the
expected domain minimum or maximum such that at
no particular time any node collects any d; =
Ainin 07 d; = gy
Si = M:i e, {(dmin)kitr (dmax)kitr ECNmin: ECNmax}

The PvNC Range Query Submission and
Processing Protocols

Query submission protocol is concerned with
how the sink submits its query to the storage node.
Given a range query [a, b], the sink computes the 0-1
coding of a and b and constructs a query as shown
below

Int. j. math. phys. (Online)

sink - M:i,t,{ECN(a), ECN(b)}

Upon receiving the range query from the sink,
M looks up all the encrypted PvINC data that satisfy
the range query as by comparing every ECN (d;) with
[ECN(a), ECN(b)] where d; € [a, b] and within the
collected data being queried upon. d; qualifies to be
in the range query results if and only if
(ECN(a) N ECN°(d;) # ®)A(ECN*(d;) n
ECN°(b) # 0) as defined in section 4.1

M sends the following response to the sink.
M - sink: {i' t, Qresult} .

In this case, Qresuir = {PVNCy,} i€, a set of
PvNC that satisfy the range query.

Upon receiving the range Query results, the sink
decrypts the received PvNC data items and tries to
verify the authenticity of the results. The results can
only be accepted if the following conditions apply.

1) Data can be decrypted using known keys. If
the received data items cannot be decrypted using the
keys that the sensor shared with the sink, then data
can be assumed to be invalid.

2) The received PvNC data satisfies the query
i.e all the received data is within the range [a, b].

3) After verifying the received PvNC data
items, if any data item that satisfies the range query
was eliminated from the range query results, yet it
appears somewhere within any of the received data
items’ Probabilistic Verification Neighborhood
chaining, then the range query results are incomplete
and should be rejected.

4) If the query result is empty, then the storage
node should send the secret minimum data element
that was sent by the sensor during time t when it did
not collect any data items. This minimum only exists
if and only if the sensor did not collect any data
during time interval t.

Communication cost for PvNC

We consider communication cost incurred by
both the sensor nodes in transferring data to the
storage nodes and the communication cost incurred
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when the storage node sends range Query results to
the sink. Let Cpypne—pe be the communication cost for
each sensor data submission to M'. We consider a cell
with n sensors,

Cpomene = Sy [[E0ca[(fa + €fa + 2fs + foep) ] + (fra + f)] * hop

Where # is the number of data elements to be
chained with every d; and fge, is the size of the
separator symbol.

Communication cost for range query in PvNC
The cost of sensing range query to the storage
node is the same for all our schemes and is given by
equation (8). Assuming M returns g PvNC items to
the sink, the communication cost involved is given by

Communication Cost for Sensor Node In
PvNC

Still referring to the same definitions in table 1,
the communication cost for PvNC is given by

(13)

vaNc—]V[—>sink =
=fid+‘£g(fd+fsep)+ft (14)
Where f;ep is the size of the separator symbol as

described in section 5.1.1. Combining equation (&)
and (14) gives

Copone = 2(fia + fe + 2fu) + £9(fa + fsep) (15)
Combining equation (73) and (15) gives the total
communication cost incurred by the PvNC scheme as

Q n
Covnc.Total = ) “Z[(fd + 0y + g+ foop)] [+ (i + £ | % hop + +2(q + Fy + 26y) + £y + Foep)
i=1 ||j=1

Probability of Range Query Results
Integrity verification for PvNC protocol

Since all the expected range query results data
items are not next to one another, determining whether
M dropped some elements that satisfy the range query
is challenging in PvNC. PVNC can only verify that
some data was eliminated from the range query results
if and only if the deleted item appears in any of the
received PVNC data structures. However, since the
adversary does not know in advance what each data
element is concatenated with, determining what to
drop such that he is not detected is also a challenging
task to him. This means that if the adversary decides
to drop some elements from the range query results, he
must drop them with the same probability.

The success of PvNC depends on a number of
different factors: 1) The number of data elements
linked to one another (¢ ), 2) the number of data
elements returned in the range query and 3) The
number of data elements dropped by the adversary.
The higher the value ¢, the more likely M will be
detected for dropping some of the data. Similarly, the
higher the number of elements returned in the range
query, the more likely the relationship between more
elements collected by s; and hence easier to detect
dropped elements by examining the received elements.
On a similar note, the higher the number of elements
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(16)

dropped by adversary from the range query results, the
easier it is to detect him. Every element dropped M
increases the chances of M being detected by £ times.
Because the sink does not know in advance how many
data elements each range query will return, his main
objective is not to detect how many data elements
where dropped, but to detect if any data element was
dropped which suggests malicious action from M. For
example, if M drops 100 data elements from the range
query results and the sink is able to detect one of the
dropped data, that is enough to suspect M of being
malicious. The fewer the data elements dropped, the
better the results.

If n is the number of data elements in the given
time slot and ¢ is the number of data elements each
element is linked with, for any data element dropped
by M, there are ¢ possibilities of detecting the
dropped data from the range query results. Let v the
number of data elements dropped by M from the
range query results. Then, there are ¢ *w of
detecting any dropped data from the collected n
elements. This implies that the large the number of
data elements dropped by the adversary, the easier it
becomes to be detected. In addition, the fewer the
elements dropped, the lower the negative effect on
the overall results. Our aim is to reduce the number
of elements that can be dropped from the range query

Int. j. math. phys. (Online)



40 An efficient privacy and integrity-preserving range query scheme over unsorted data ...

results as much as possible. From the above analysis,
when M drops more number of data elements, it risks
being detected yet it would like to remain undetected
as much as possible.

To verify this, we ran two experiments where we
varied the value £ in one and value of w in the other.
In the first case, for each value of £ , we define range
queries and let M randomly drop an arbitrary number
of data elements from the results. Then we let the sink
determine the number of dropped elements. In the
second experiment, we let M drop a known number
of elements from the range query results (but the sink
does not know) and let the sink determine how many

1

(& e = w o ~ oo w
T

Probability of detecting dropped data elements

dropped elements it can identify from the range query
results. The goal here is to estimate how many data
elements were dropped by M from the received
range query results. Results, as shown in Figure 2.,
reveal that the higher the value of £, the more
dropped elements can be identified by the sink
irrespective of the size of n. Similarly, Figure 3 also
reveals that, the more the number of data elements
deleted the high the probability of detecting dropped
elements. Therefore, in order for M to escape
detection, it has to drop as minimum data as possible
if it must and that is our goal; to minimise data loss
as much as possible.

=

20 30 40 50

60 70 80 90 100

Number of ltems linked tagether

Figure 2 — Probability of detecting if any data was dropped depending
on the number of items linked together in PvNC Scheme
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Figure 3 — Probability of detecting if any data was deleted from range
query results with increase in the number of items dropped by the adversary
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Experimental Results

Experimental setup: We simulated our schemes
using OMNET++5.1 simulator [23] on an Intel Core
17 CPU machine, 8gb of RAM on a large real dataset
from Intel Lab [24] and the results were further
analyzed and evaluated using MATLAB. But unlike
in [14], we only conducted experiments on a single
dimension data set, that is temperature. We compare
the communication cost of our AVC scheme with
CSRQ [7] and PRQ [15] under a non-collusion
environment. We chose these two schemes for
comparison because of the close relationship between
them and AVC our model. Secondly, several other
schemes like SafeQ [14], encoding scheme[6] were
extensively compared with CSRQ in [7] on the same
dataset [24] which was also used in this study. The
performance comparisons of our AVC scheme with
CSRQ indirectly reveals the performance of our
model in comparison with those considered in [7].
The network is set to 200m X 200m containing four

Table 2 — Experiment Parameters

cells with approximately equal number of sensors
and a storage node at the center of each cell. We vary
the number of sensors between 50 to 200. The
average transmission distance of each sensor to the
storage node is 30m. All other parameters used in the
experimental setup are shown in Table 2.

Measurement Metrics: In our experimental
evaluations, we considered the efficiency of the
schemes as well as range query accuracy. Efficiency,
in this case, refers to both node and range query
power consumption of the scheme in consideration.
We define accuracy as the number of false positives
in the range query results. False positive is defined as
the number of unsatisfactory data in the range query
result. The lesser the false positives, the better the
accuracy.

Besides comparing our AVC model with other
related models, we evaluate the communication cost
as well as the accuracy of our model for unsorted
data. Experimental results drastic reduction in com-
munication cost for the PvNC as shown in Figure 4.

Parameter Value Parameter Value
Network area(m?) 200x200 Maximum number of sensors 400

Size of data item(fy) 32 bits Size of sensor id(f;4) 32 bits
Size of the time slot t(f;) 32 bits Maximum Number data items per time slot 2000000
Number of elements(£) chained with d; in PvNC | 4-100 HMAC function 128 bits

Discussion of results

In Figure 4, we compare the communication cost
of our models with two other existing models that are
closely related with AVC model, that is the CSRQ [7]
and PRQ [15]. As can be observed from the figures,
CSRQ and PRQ outperform our model for unsorted
data- PvNC in terms of communication cost.
However, AVC favorably compares with these
existing models in terms of communication cost
much is CSRQ is still slightly better. However,
CSRQ suffers from more false positives when
compared to AVC as illustrated in Figure 5.

Figure 5 displays the impact of number of data as
well as the number of range query results on the false
positives generated by different schemes. Note that
the number of sensor nodes is directly proportional to
the number of data elements. AVC, PvNC and PRQ
schemes have less percentage of false positive
because they make use of 0-1 encoding as well as BF
codes (PRQ) which can securely identify encrypted
data without generating many false positives. CSRQ
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uses data structure called Encrypted constraint chain
in which numbers stored in ascending order are
partitioned into several parts with a given parameter,
encrypted separately and can be brought together by
concatenating the different parts together. Because
different Encrypted Constraint chains have some data
in common, false positives are possible.

Figure 6 reveals the impact of number of data
elements on the power consumption. As stated in
[17], time spent processing data is directly
proportional to the power consumption of the
sensors. In our experiments, we varied the number of
data items and recorded the corresponding time each
scheme takes to submit its data to the storage node.
We used the same DES encryption algorithm
preserving privacy and the same HMAC-MD5[25]
algorithm for all the schemes that require the use of
hash functions. We experimented using three sorting
algorithms for schemes that require data to be sorted
that is bubble sort, insertion sort and quick sort.
Experimental results show that there is a big impact
on power consumption of the sensor nodes depending
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on the sorting algorithm used. For example, it took
AVC, PRQ and CSRQ approximately 67.212
seconds to submit 200,000 data elements using
bubble sort, while it took 22.571 and 2.52 using
insertion and quick sort respectively. Because using
quick sort produced the shortest submission time, our
subsequent discussions ignore other sorting
algorithms that produced more submission time. The
network owner is expected to choose the best sorting
algorithm that suits the resource consumption need of
a particular sensor. We note that the more the number
of data elements to be sorted, the higher the
submission time hence high power consumption. Our
results still reveal a significant difference in
submission time between schemes that require data
to be in sorted form and our schemes for unsorted
data. For example, it took averagely 185.813 seconds
for AVC, PRQ and CSRQ schemes to submit 1.5

Communication cost{bytes)

million data items to the storage node, while it took
85.012 seconds for PvNC to submit the same number
of data elements. The explanation to this observation
is that AVC, PRQ and CSRQ use most of the time
sorting the data, before starting the process of
encrypting and subsequent submission to the storage
node. We believe these figures could go down if
machines with higher resources are used. However,
sensors have limited resources in terms of storage and
processing power yet a lot of data can be collected in
a very short period by the sensor. Our schemes for
unsorted data out-perform the schemes that assume
sorted data especially for a large number of data but
still guarantee privacy of the data. In conclusion,
experimental results reveal that PvNC greatly
reduces the power consumption of the sensor,
especially for big number of data elements compared
to the existing schemes.

100 150 200 250

300

350 400 450 500 550

Network Size

Figure 4 — Impact of Network size on Communication cost-
Comparison between our models and selected previous models
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Figure S — Impact of number of data elements and
network size on False Positives of different schemes
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Conclusion

In this paper, we make three contributions. First,
we propose AVC protocol, which assumes that the
sensor data is in sorted order just like the existing
schemes. We further propose a scheme for unsorted
data, the PvNC protocol. The results of our
experiments show that PvNC has a better
performance in terms of power consumption than
existing range query protocols. We observe that
having to sort data elements before being submitted
to the storage node increases power consumption of
the sensor nodes yet sensors generally have low
processing power. While sorting data simplifies the
range query processing at the storage node, the high
power consumption rate by sensor nodes cannot be
ignored. Our scheme can easily be extended to
Numerical multidimensional data by computing the
0-encoding and 1l-encoding of each attribute
separately and then can be concatenated to represent
a tuple.
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